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DATTO SAAS PROTECTION

Datto SaaS Protection is the leading data backup and
recovery platform for Software as a Service applications.
Over three million users rely on SaaS Protection to manage,
restore and export critical data in their Office 365 and G
Suite environments. Easily protect SaaS data in the secure
Datto Cloud, and restore lost or corrupted objects in
seconds through the intuitive admin interface.

Setup takes minutes and automated point in time backups
are created three times daily. Restore single files, objects or
entire accounts to get back to business in no time.
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WHY SAAS BACKUP?

Today, 1in 3 companies using SaaS applications have lost business-critical data,

with 47% of that data loss caused by end-user error. Disaster strikes in many forms.
Businesses face a significant liability if a user deletes or overwrites a file, an email, or
a record unintentionally; or if an employee leaves the company and takes their files
with them. As businesses increasingly move data into cloud-based applications, many
IT professionals think traditional best practices such as data backup are outdated.
While a SaaS application is always available, accessible from anywhere, and highly
redundant, a backup is still necessary to protect against unexpected data deletion.

SIMPLE, AUTOMATED, AND SECURE

Datto’'s SaaS Protection backup and recovery solution unlinks critical business
information from the user who created it and the application environment, and hands
control back to the company. Engineered to be the one stop shop for SaaS application
backup, SaaS Protection delivers consistently reliable granular backups, quick and
easy restores and exports, secured data for compliance and regulatory needs, and
world-class 24/7/365 tech support.

APPLICATIONS SUPPORTED:

GSuite ] Office 365




WHAT DATTO SAAS
PROTECTION ENABLES

Protection Against Data Loss

Whether an employee accidentally deletes a critical OneDrive file or a misconfigured
application workflow wipes out an entire Google Drive folder unexpectedly, SaaS
Protection has the backup on hand. Consistently reliable backups and effortless
restore and exports means businesses never have to worry about losing their SaaS
data, no matter the cause.

Cut Costs

Retaining critical user data if employees leave a company can be costly. SaaS
Protection allows businesses to salvage departing employee data without having to
pay for their vacated license, saving them thousands in annual fees.

Seamless Employee Lifecycle Management

Enable a smooth transition for employees as they cycle in and out of the company.
SaaS Protection allows admins to restore departed user data to another account,
download files directly, or simply archive a user's dataset until their replacement is
hired.

Added Protection Against Ransomware Attacks

Ransomware attacks are on the rise, so much so that the question is no longer if

an attack will happen, but when. Luckily, businesses can prevent such attacks from
causing massive damage relatively easily. By backing up data within company SaaS
applications, they're able to roll back your systems to a point in time before the
infection occurred.

Meet Security and Compliance Needs for your Industry

Datto SaaS Protection backs up data in compliance with Service Organization Control
(SOC 1/ SSAE 16 and SOC 2) reporting standards and supports HIPAA compliance
needs. All data is encrypted both in transit and at rest in the Datto Cloud.

Maintain Business Continuity

Datto’s mission is to help users get back to business faster. SaaS Protection maintains
a second copy of company files so IT admins can sidestep the arduous process
associated with recovering data through support. Restore or export in minutes to get
employees back to business as usual.



KEY PRODUCT FEATURES

« 3X daily backups of all app environment elements with the option to
perform additional backups at any time

» Unlimited storage space within the Datto Cloud at no additional cost
» Tech Support is available 24/7/365 via chat and phone

« Notifications at a glance within the main dashboard reports all
backup information

« Detailed activity log with all administrator and user action records
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Easily avoid business downtime on Office 365 with a quick one-click
restore process. Quickly identify and recover individual items or entire
folders without overwriting existing files.

Quick and Painless Restore and Export: A streamlined architecture of Datto’s
backend system means data export and restore times are faster than ever.

* Non-destructive Restore: Restore data without overwriting existing files or site
collections targeted at the same URL.

* |tem level restore: Retrieve individual items or complete folders of data in its
original format maintaining both file and label structure.

¢ Retain user data: Save money and administrator effort by automatically holding
inactive users' data forever.

+ Advanced search capabilities: Easily find data with the advanced search option and
restore individual items or entire folders.
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ONE-CLICK RESTORE

Know your Google data is backed up with high-performance, cloud-to-
cloud backup infrastructure. Spend more time on your business and
less time managing backups.
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* Non-destructive restore process: quickly identify and recover individual objects or
entire accounts with their related records intact.

* Advanced search capabilities: Easily find data with the advanced search option and
restore individual items or entire folders.

* Cross-user restore: Restore data from one G Suite user account into another with
admin capabilities.

¢ Item level restore: Retrieve data in the original format—the file and label structure
is maintained in the backup.

¢ Retain user data: Save money and effort by preserving inactive user data with SaaS
Protection forever, or as long as you need it.

« Easy export: Choose to export an entire account or specific items in standard file
formats.
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COMPREHENSIVE USER-MANAGEMENT

Have complete administrative control and proactively monitor your
backup activities. Be confident in the status of all backup and recovery
operations with detailed, actionable reports.

¢ Admin Audit Log: Maintain a detailed record of all administrator and user actions
from your admin dashboard.

« Multi-Admin roles: Fully manage your accounts using roles such as Super Admin,
General Admin and Helpdesk Admin.
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